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DETAILED ACTION 
Status of Claims: 
Claims 1-13 and 15-20 are pending in this Office Action. 
Claims 1, 6 and 17 are amended. 
Claims 18-20 are new 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
05/18/2009 has been entered. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over Zintel (US 
6,779,004 B1 ) in view of Slaughter et al. (US 6,970,869 B1 ), hereinafter Slaughter. 
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Claim 1 

Zintel teaches a selective device recognition apparatus in a UPnP based home 
network, the apparatus comprising: a network stream processing unit configured to 
parse a device characteristic data of a device and to read a network transmission 
possible identifier and a device characteristic identifier, the device being automatically 
detectable in the UPnP based home network (Column 7 Lines 8-23 "User Control 
Point" and "The set of modules that enable communication with a UPnP 
Controlled Device..."; and see Table on column 14 "Description Client" which 
"receive description documents"). 

Zintel does not specifically disclose wherein the network transmission possible 
identifier is set to recognize a device according to a user's authority ; and a network 
transmission judging unit configured to compare the read network transmission possible 
identifier with a preset network transmission possible identifier recorded in a 
transmission judgment table, to judge whether to perform network transmission of the 
device characteristic data according to a result of the comparison, and to transmit the 
device characteristic data only when the network transmission possible identifier read 
from the network stream processing unit is matched with the present network 
transmission possible identifier recorded in the transmission judgment table. 

Slaughter teaches in Column 7 lines 42-57, "Service providers (or a listener 
agent) may respond to search requests by publishing or providing corresponding 
advertisements or URIs to corresponding advertisements. When a service provider 
responds to a discovery search request (either directly or through a listener agent), the 
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provider may choose to publish a protected or an un-protected (complete) 
advertisement. A protected advertisement may include the set of information necessary 
to obtain a complete advertisement. Publishing a protected advertisement, forces the 
client to the obtain a valid credential from an authentication service before receiving the 
complete un-protected advertisement from the service provider. A complete un- 
protected advertisement is needed to create a gate, and therefore to use the service" 
and in Column 53 lines 46-63, "In some embodiments, a mechanism for verifying that a 
client attempting to run a service, for verifying that the service advertisement received 
by the client is an authorized service advertisement, and for verifying that the space 
from which the client received the service advertisement is authorized may be based 
upon a public key/private key asymmetric cryptographic mechanism. In this mechanism, 
an authorized sending entity may embed a public key in a message and encrypt the 
message including the public key with its private key. An entity receiving the encrypted 
message may decrypt the message using the public key and find the same public key 
embedded in the decrypted message, and thus verify that the message is from the 
authorized entity, since only that entity has the private key necessary to encrypt the 
message" in order to "provide an additional level of security for the service provider" 
(Column 7 lines 58-60). 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to create the invention of Zintel to include "Service providers (or a listener 
agent) may respond to search requests by publishing or providing corresponding 
advertisements or URIs to corresponding advertisements. When a service provider 
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responds to a discovery search request (either directly or through a listener agent), the 
provider may choose to publish a protected or an un-protected (complete) 
advertisement. A protected advertisement may include the set of information necessary 
to obtain a complete advertisement. Publishing a protected advertisement, forces the 
client to the obtain a valid credential from an authentication service before receiving the 
complete un-protected advertisement from the service provider. A complete un- 
protected advertisement is needed to create a gate, and therefore to use the service" 
and "a mechanism for verifying that a client attempting to run a service" as taught by 
Slaughter in order to "provide an additional level of security for the service provider" 
(Column 7 lines 58-60). 



Claim 2 

Zintel teaches the apparatus of claim 1 , further comprising: 
a network interface configured to receive the device characteristic data 
transmitted from a home network device (Column 7 Lines 8-23 "User Control Point" 
and "The set of modules that enable communication with a UPnP Controlled 
Device..."). 

Claim 3 

Zintel teaches the apparatus of claim 1 , wherein the network stream processing 
unit includes: 

a preprocessor configured to parse the device characteristic data; 
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a buffer manager configured to temporally store the device characteristic data 
parsed in the preprocessor in a buffer and to output a registry signal corresponded 
thereto; 

and an identifier reader configured to search the device characteristic data 
temporally stored in the buffer according to the registry signal outputted from the buffer 
manager and read the device characteristic identifier and the network transmission 
identifier (See Figure 21. "Processing Unit" "RAM" "LAN" and "Applications"). 

Claim 4 

Zintel teaches the apparatus of claim 3, wherein the preprocessor performs 
parsing of the device characteristic data by device characteristic data units divided by a 
token(/) (See Figure 16 XML data in token format). 

Claim 5 

Zintel teaches the apparatus of claim 1 , wherein the network transmission 
judging unit includes: 

a device characteristic identifier detecting module configured to detect a device 
characteristic identifier that is the same with the device characteristic identifier read from 
the network stream processing unit; 

a network transmission possible identifier comparing module configured to 
compare the network transmission possible identifier detected by the device 
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characteristic identifier detecting module with the network transmission possible 
identifier read from the network stream processing unit; and 

a transmission judging module configured to judge whether it is possible to 
perform the network transmission of the device characteristic data indicated by the 
device characteristic identifier according to the comparison result (Column 11 Lines14- 
15 "Discovery Client" is "The module that runs in a User Control Point that 
initiates SSDP queries" and Column 14 Line 9 "Description Client" and see Figure 
on column 14 "Description Client" which "receive description documents" and 
Column 7 Lines 8-23 "User Control Point" and "The set of modules that enable 
communication with a UPnP Controlled Device..."). 



Claim 6 

Zintel teaches a selective device recognition method in a UPnP based home 
network, the method comprising: 

receiving and parsing a device characteristic data of a device, the device being 
automatically detectable in the UPnP based home network (see Figure on column 14 
"Description Client" which "receive description documents"); 

reading a device characteristic identifier and a network transmission possible 
identifier from the parsed device characteristic data (Column 11 Lines14-15 
"Discovery Client" is "The module that runs in a User Control Point that initiates 
SSDP queries" and Column 9 Lines 6-8 "Description Document" "A structured 
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unit of data that is used by a User Control Point or UPnP Bridge to learn the 
capabilities of a Controlled Device"). 

Zintel does not specifically disclose wherein the network transmission possible 
identifier is set to recognize a device according to a user's authority ; and comparing the 
read network transmission possible identifier with a preset network transmission 
possible identifier recorded in a transmission judgment table, judging whether to 
perform network transmission of the device characteristic data corresponded to the read 
device characteristic identifier is performed according to a result of the comparison, and 
transmitting the device characteristic data only when the read network transmission 
possible identifier is matched with the preset network transmission possible identifier 
recorded in the transmission judgment table. 

Slaughter teaches in Column 7 lines 42-57, "Service providers (or a listener 
agent) may respond to search requests by publishing or providing corresponding 
advertisements or URIs to corresponding advertisements. When a service provider 
responds to a discovery search request (either directly or through a listener agent), the 
provider may choose to publish a protected or an un-protected (complete) 
advertisement. A protected advertisement may include the set of information necessary 
to obtain a complete advertisement. Publishing a protected advertisement, forces the 
client to the obtain a valid credential from an authentication service before receiving the 
complete un-protected advertisement from the service provider. A complete un- 
protected advertisement is needed to create a gate, and therefore to use the service" 
and in Column 53 lines 46-63, "In some embodiments, a mechanism for verifying that a 
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client attempting to run a service, for verifying that the service advertisement received 
by the client is an authorized service advertisement, and for verifying that the space 
from which the client received the service advertisement is authorized may be based 
upon a public key/private key asymmetric cryptographic mechanism. In this mechanism, 
an authorized sending entity may embed a public key in a message and encrypt the 
message including the public key with its private key. An entity receiving the encrypted 
message may decrypt the message using the public key and find the same public key 
embedded in the decrypted message, and thus verify that the message is from the 
authorized entity, since only that entity has the private key necessary to encrypt the 
message" in order to "provide an additional level of security for the service provider" 
(Column 7 lines 58-60). 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to create the invention of Zintel to include "Service providers (or a listener 
agent) may respond to search requests by publishing or providing corresponding 
advertisements or URIs to corresponding advertisements. When a service provider 
responds to a discovery search request (either directly or through a listener agent), the 
provider may choose to publish a protected or an un-protected (complete) 
advertisement. A protected advertisement may include the set of information necessary 
to obtain a complete advertisement. Publishing a protected advertisement, forces the 
client to the obtain a valid credential from an authentication service before receiving the 
complete un-protected advertisement from the service provider. A complete un- 
protected advertisement is needed to create a gate, and therefore to use the service" 
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and "a mechanism for verifying that a client attempting to run a service" as taught by 
Slaughter in order to "provide an additional level of security for the service provider" 
(Column 7 lines 58-60). 



Claim 7 

Zintel teaches the method of claim 6, wherein parsing the received device 
characteristic data is performed by device characteristic data units divided by a token(/) 
or parsing the received device characteristic data is performed by inserting a null string 
after the token in the parsing step (Column 33 Lines 36-42 "SzHeaders [in] null- 
terminated text string containing the headers for the event, each separated by 
CRLF. SzEventBody [in] null-terminated text string containing the body of the 
event message"). 



Claim 8 

Zintel teaches the method of claim 6, wherein the device characteristic data is a 
request message for UPnP device recognition in a UPnP CP (control point) device 
(Column 11 Lines14-15 "Discovery Client" is "The module that runs in a User 
Control Point that initiates SSDP queries"). 



Claim 9 
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Zintel teaches the method of claim 8, wherein the request message includes 
inherent network transmission possible identifier information per each device 
characteristic identifier (Applicant admits inherency in the claim). 

Claim 10 

Zintel teaches the method of claim 8, wherein the UPnP device includes the 
network transmission possible identifier, and recognition is judged by the UPnP CP 
device (See Figure 10 and see Table on column 14 "Discovery Client" "Discovery 
Server" "Description Client" "Description Server" and "Control Server"). 

Claim 11 

Zintel teaches the method of claim 8, wherein the UPnP CP device and the 
UPnP device exist in a same local network (See Figure 2 User Control Point and 
Controlled Device). 

Claim 12 

Zintel teaches the method of claim 6, wherein the device characteristic data is an 
advertisement message for notifying a UPnP device itself (see Figure on column 14 
"Description Server" which "Provide description documents"). 



Claim 13 
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Zintel teaches the method of claim 12, wherein the advertisement message 
includes inherent network transmission possible identifier information per each device 
characteristic identifier (Applicant admits inherency in the claim). 

Claim 15 

Zintel teaches the method of claim 6, wherein the network transmission judging 
step includes: 

outputting a request message to a UPnP CP (control point) device for a message 
not having network transmission possible identifier information; 

and sequentially comparing each network transmission possible identifier with 
each network transmission possible identifier of a UPnP device for a message having 
network transmission possible identifier information and transmitting a response 
message to the UPnP CP device according to the comparison result (Column 21 Lines 
5-14 "User Control Points 104 are not required to have any prior knowledge of the 
SCPs 402 required to control the Services on the various devices. Therefore, a 
Controlled Device or Bridge must be able to describe to a User Control Point the 
protocols required to control its Services, such that the User Control Point will be 
able to implement these protocols dynamically"). 

Claim 16 

Zintel teaches the method of claim 6, wherein the network transmission judging 
step includes: 
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recognizing a UPnP device by a general recognition process for a message not 
having the network transmission possible identifier information; and 

sequentially the comparing network transmission possible identifier information 
with a network transmission possible identifier of a UPnP CP device when the network 
transmission possible identifier information is detected and recognizing a pertinent 
device and a service according to the comparison result (Column 21 Lines 5-14 "User 
Control Points 104 are not required to have any prior knowledge of the SCPs 402 
required to control the Services on the various devices. Therefore, a Controlled 
Device or Bridge must be able to describe to a User Control Point the protocols 
required to control its Services, such that the User Control Point will be able to 
implement these protocols dynamically"). 

Claim 17 

Claim 1 7 is similar to scope of claims 1 and 6 and is rejected similarly to the 
reasons discussed above. 

Claim 18 

The apparatus of claim 1 , wherein the network stream processing unit is 
configured to transmit a disable signal for intercepting a transmission of the device 
characteristic data only when the network transmission possible identifier and the preset 
network transmission possible identifier are different (See claim 1 rejection; The security 
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mechanism as taught by Slaughter wherein the key is not the proper key, would result in 
the device characteristic data not being sent). 

Claim 19 

The method of claim 6, further comprising: transmitting a disable signal for 
intercepting a transmission of the device characteristic data only when the network 
transmission possible identifier and the preset network transmission possible identifier 
are different (See claim 6 rejection; The security mechanism as taught by Slaughter 
wherein the key is not the proper key, would result in the device characteristic data not 
being sent). 

Claim 20 

The apparatus of claim 17, wherein the network stream processing unit is 
configured to transmit a disable signal for intercepting a transmission of the device 
characteristic data only when the network transmission possible identifier and the preset 
network transmission possible identifier are different (See claim 17 rejection; The 
security mechanism as taught by Slaughter wherein the key is not the proper key, would 
result in the device characteristic data not being sent). 

Response to Arguments 

3. Applicant's arguments filed 05/18/2209 have been fully considered but they are 
not persuasive. 
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In regards to the applicants arguments that Zintel in view of Slaughter does not 
teach that a user's authority is used to set to recognize a device, the examiner 
respectfully disagrees. Slaughter teaches in Column 53 lines 46-63, "In some 
embodiments, a mechanism for verifying that a client attempting to run a service, for 
verifying that the service advertisement received by the client is an authorized service 
advertisement, and for verifying that the space from which the client received the 
service advertisement is authorized may be based upon a public key/private key 
asymmetric cryptographic mechanism. In this mechanism, an authorized sending entity 
may embed a public key in a message and encrypt the message including the public 
key with its private key. An entity receiving the encrypted message may decrypt the 
message using the public key and find the same public key embedded in the decrypted 
message, and thus verify that the message is from the authorized entity, since only that 
entity has the private key necessary to encrypt the message". The examiner asserts 
that the user's authority is analogous to a security mechanism as taught by Slaughter, 
and furthermore in regards to the teaching of a disable signal, the security mechanism 
as taught by Slaughter wherein the key is not the proper key, would result in the device 
characteristic data not being sent. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to FARHAD ALI whose telephone number is (571)270- 
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1920. The examiner can normally be reached on Monday thru Friday, 7:30am to 
5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeffrey C. Pwu can be reached on (571) 272-6798. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Farhad AN/ 
Examiner, Art Unit 2446 

/Jeffrey Pwu/ 

Supervisory Patent Examiner, Art Unit 2446 



